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Shape similarity differential privacy trajectory protection
mechanism based on relative entropy and K-means

ZHU Suxia, LIU Shulun, SUN Guanglu
School of Computer Science and Technology, Harbin University of Science and Technology, Harbin 150080, China

Abstract: To solve the problem that most studies had not fully considered the sensitivity of location to privacy budget
and the influence of trajectory shape, which made the usability of published trajectory poor, a shape similarity differential
privacy trajectory protection mechanism based on relative entropy and K-means was proposed. Firstly, according to the
topological relationship of geographic space, relative entropy was used to calculate the sensitivity of real location to pri-
vacy budget, a real-time calculation method of location sensitive privacy level was designed, and a new privacy model
was built in combination with differential privacy budget. Secondly, K-means algorithm was used to cluster the release
position to obtain the release position set that was most similar to the real position direction, and Fréchet distance was in-
troduced to measure the similarity between the release track and the real track, so as to improve the availability of the re-
lease track. Experiments on real data sets show that the proposed trajectory protection mechanism has obvious advantages
in trajectory availability compared with others.
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R, WP FLSEPL TS ) B AR I ) 1 A Ak AR
B IR IEAE A A AL E AR K (6) T 5. ¢ I
Z155 =1 I ZN U B B b A 7 B R R )
Fréchet 1 & , Jf JE M Fréchet M & 4 &
fr'={fr),--- fr,}: WJGERTTATRRATISE H Fréchet
JiENEs - ZANE L VA WSR (RS & (TR VAN VAW, & (K- AN
WS 2 PR

Bix2 frERASE

BN ST E MR M, UL B
AORAPTIE. e={e1, -6}, BIBEAR 7y =1 IR I
SEATE oy, ¢ NI ICSEALE tl, 1 IR
(DA

Wit IR R AT

1) PL=get PI(M)

2) PRN=get Loc(M, r)

3) PRNN= expansion(PRN)

4) R=initialize()

S5)F D={}

6) C=clustering(PRNN’)

7) CR=get_Clustering_result(C)

8) forieCR

9) F Dlil=get Frechet distance(dl-; CR[],
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tl-1, tl)

10) end for

11) Sort(F_D)

12) RESULT=get_result(F D.e, PL, R)

13) return RESULT
6.3 EHiXHNMh

B RATFIL S H I ST A PRN ¥ #
(IR i) X AR PRNN SR AV 8] LA K232 55 Fréchet
PR A 2 f . o, X PRN 47 R fry s ) L5 2
ORI AN 55, 6F PRNN #5195 7] 5 #5304
AR, 85 Fréchet 21K R 55 #7% P9 A7 & 1A
HAHK.
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